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Closed-Circuit Television (CCTV) Privacy Notice
(Above Ground Facilities)

Trans Adriatic Pipeline AG is a company with registered seat at 2, Lindenstrasse str., 6340 Baar, Switzerland, is
registered at Commercial Register in Zug no. CHE-113.500.620 and has established an Albanian branch named,
“Trans Adriatic Pipeline AG Albania”, Rruga Papa Gjon Pali ll, ABA Business Centre, Kati 6, Tirane, Shqiperi, with
NUIS K924020230 (the Branch) (TAP or the Company).

Pursuant to the Law no. 9887, dated 10.03.2008, “On protection of personal data”, and in compliance with Law
19/2016 “On additional Public Security measures” as well as the instruction No. 46, dated 28/03/2017 of the
Commissioner, TAP, as Data Controller, informs you of the following:

e in order to ensure the security, health and safety of TAP personnel and visitors, as well as the correct
functioning of its facilities and assets, TAP operates a Closed-Circuit Television (CCTV) system at its
above-ground facilities (AGFs) in Albania;

e the AGFs consist of 9 block valve stations (BVS), 1 Metering Station in Bilisht (ACS02) and 1 Gas
Compressor Station (ACSO03) in Fieri;

e For each of the 9 block valve stations, the CCTV system consists of one pan-tilt-zoom styled camera with
a 360-degree view, one thermal camera, one passive infrared sensor and white-light to illuminate areas
viewed by CCTV and act as a visual deterrent.

e ACS02, the Metering Station in Fieri, consists of 28 cameras made up of Varifocal Bullet Anti-Corrosion
Network Cameras (fixed direction) and 5 pan-tilt-zoom styled cameras with a 360-degree view.

e ACSO03, the Compressor Station in Fieri, consists of 41 cameras made up of Varifocal Bullet Anti-
Corrosion Network Cameras (fixed direction) and 8 pan-tilt-zoom styled cameras with a 360-degree view.

The CCTV at the block valve stations ACS02 and ACS03 are continuously monitored by the TAP Physical
Dispatching function in Italy and by security contractors Alma Roma SRL and ARB Security, each from
their security control rooms in Italy and Albania respectively. CCTV recordings are stored in the server
within the ACS02 and ACSO03 respectively.

e Overall, the access to the CCTV will be granted to specific personnel, which includes:

() Operations
e access to CCTV hardware: three levels of support for O&M depending on whether
planned or unplanned maintenance — O&M technical authorities, engineers and
specialists across host countries and the O&M manager; TAP physical dispatching team
including the Dispatch Manager. TAP contractors, such as AGSco (Albanian Gas
Services Company SHA) and their sub-contractors do not have access.
e access to CCTV software: Honeywell, which check, update and test the cameras and do
not have access to footage).
(i) Security
e  Security Contractors for their day-to-day responsibilities in monitoring CCTV and in the
instance of an incident and/or investigation, in Italy and Albania (Alma Roma SRL for
Italy and ARB Security for Albania.)
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e Law enforcement authorities in Albania retain the right to request the registration of the
event (thus, access) in the instance of an incident and/or investigation.
(iii) QHSE: Access to CCTV recordings in case of incident investigation needed. QHSE Officers in
country, HSE Coordinator, Senior Manager QHSE
(iv) Crisis Management Team: Access to CCTV recordings for proper managing of emergencies.

A. Purposes and legal basis of processing

The monitoring through the CCTV of TAP's on-site facilities is conducted as a requirement of the Law 19/2016
“On additional Public Security measures” and the processing of the data is performed in accordance with the
Article 6 point (¢) and (dh) the Law no. 9887, dated 10.03.2008, “On protection of personal data”, and Instruction
No. 46, dated 28.03.2017, "On determining the security level for the processing of personal data through security
systems in implementation of Law No. 19/2016, 'On additional public security measures. in order to ensure the
operational effectiveness of its pipeline as well as safety and security of its premises and its business and such
processing is performed pursuant to the applicable legislation. Considering TAP's characterisation as a project of
national importance and, in the national interest of the Republic of Albania, it may have exposure and potentially
high risks to constitute a target, therefore, operating CCTV is necessary to ensure safety and security of TAP's
facilities, staff and business offering a useful, objective tool of access control. Moreover, the CCTV monitoring
aims at discovering but also discouraging unauthorized people entering TAP's premises, thereby ensuring the
safety of TAP's staff as well. Consequently, through CCTV monitoring TAP is protecting its legitimate interests to
keep its premises and its staff safe and secure. People’s safety and security is one of TAPs top priorities as also
reflected in the company’s security plan. CCTV is used to monitor unauthorised access and provide evidence of
it and this use is foreseen in the relevant security plan.

The processing of the personal data takes place for the operation of the CCTV, which is installed for the following
purposes:

e to assist in the prevention, detection, deterrence, management and, where appropriate, investigation of
security and protection incidents, potential hazards or unauthorized physical access, including
unauthorized access to protected areas;

e to support the protection of life and physical integrity of individuals and abide by health and safety rules
and regulations, in particular with regards to life threatening situations or situations with wide health
related impacts, such as diseases or epidemics;

e to protect from security related threats, such as theft, burglary or other illegal activity that may cause
property damage to the premises;

e to assist in the investigation of theft of equipment or other assets as well as threats to security inside the
premises;

e to provide security mitigation of security risks;

e to monitor the integrity and safe condition and operation of each facility and its components and assist in
investigations in any operations and HSE related incidents and emergency situations.

CCTV is only used for the purposes declared in this section and will not be used to monitor employees or evaluate
employee performance. Employees and other data subjects are monitored no more than the minimum necessary
to fulfil solely the purposes of the processing activities.
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B. Source of personal data
The Company collects personal data included in the footage recorded by the CCTV as described above.
C. Categories of personal data to be processed

Processing of the personal data by the Company includes data relating to video recording, i.e. image of people.
No voice recording takes place.

D. Recipients of personal data

The personal data may be transferred and received by:
a) personnel as described above;

b) public/ judicial authorities;
C) persons cooperating with the Company, such as lawyers, experts, service providers regarding retention
and management of archives.

E. Duration of processing

CCTV recordings are automatically deleted after 15 working days. Given the complexity of some incident
typologies and the cross-functional involvement in incident triage and investigation, this is considered a
reasonable timeframe, in accordance with the law and moreover with TAP’s internal procedures. In the instance
of incident investigation (e.g., theft, beating), data shall be retained for up to 30 days for an incident affecting TAP,
and for up to 3 months for an incident affecting a third party. If, in extraordinary cases, a greater retention time is
required for investigation purposes, TAP will notify the competent authority.

F. Rights of the data subject

You have the following rights, as established and under the conditions prescribed in the legislation in force:
a) the right of access to your personal data collected, stored and processed by the Company;

b) the right to request the rectification of inaccurate or outdated personal data concerning you and the
completion of incomplete data concerning you;

c) the right to request the erasure of personal data concerning you from the Company’s archives, if their
processing is not essential for the purposes for which they have been collected;

d) the right to request the restriction of processing your data when one of the following applies: (i) in case
you contest their accuracy for a period enabling the Company to verify the accuracy of this data, (ii) the
data is not needed by the Company further for processing but you may need it for the establishment,
exercise or defence of legal claims, (iii) the processing is unlawful and you oppose the erasure of the
personal data and request the restriction of the data use instead and (iv) you objected to processing
pending the verification whether the legitimate grounds of the Company override yours;

e) the right to object to the processing of your personal data for legitimate interest purposes;

f) theright to data portability, namely receive personal data concerning you, which you have provided to the
Company, in a structured, commonly used and machine-readable format.

For exercising the above rights or submitting any other relevant query you may contact the Company without any
cost, with a written application to the Company by letter to the address: Lindenstrasse 2, 6340 Baar, Switzerland,
or by e-mail at DPO@tap-ag.com, by phone (+41 41 747 3400), or by fax (+41 41 747 3401).

If there is any issue or question regarding the above, you can address the Officer of the Company responsible for
data protection (contact information: DPO@tap-ag.com). In case of exercising one of the abovementioned rights,
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the Company will take any possible measure in order to respond within thirty (30) days starting from the receipt
of the relevant application. In any case, you have the right to address the Albanian Data Protection Authority,
either in written form (Rr. “Abdi Toptani”, Nd. 5, Kodi postar 1001, Tirané&) or electronically (www.idp.al).

G. Transfer of personal data to a third country or international organization

Not applicable.

H. Automated decision-making

Not applicable.

l. Modification and updates

This privacy notice is valid from the date of effectiveness below. However, the Controller may subsequently update
or integrate this privacy notice, also as consequence of possible subsequent amendments and/or integrations of

the applicable laws.

Latest date of this Privacy Notice: 12 September 2024
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